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Vulnerability : Security Misconfiguration 

                               Sensitive Data Exposure  

 

Severity Risk :  High 

Description 

During testing of the college website, it was observed that improper server configuration allowed public 

access to sensitive directories and files. Some internal files, including uploaded documents and configuration-

related data, were accessible without authentication. 

Proof Of Concept : (POC)  

First, we started the Kali Linux machine and opened the root terminal to perform the security testing. After 

that, we accessed the target college website using a web browser to analyze its configuration. 
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After that, we used the Gobuster tool to perform directory enumeration on the target college website in 

order to identify hidden and publicly accessible directories. 

Command :  

gobuster -u h-ups://cms.gift.edu.in \  -w /usr/share/wordlists/dirbuster/directory-list-2.3-medium.txt \ 

  -o cms_specific.txt 

 

 

After running the directory enumeration using Gobuster, we were able to identify several valid paths on the 

target website. These paths were accessible directly through the browser without any authentication or 

authorization. 

 

 

 

After identifying multiple valid paths using Gobuster, we accessed each discovered path directly in the web 

browser. While browsing these paths, we observed that some pages displayed sensitive data without 

requiring any authentication or authorization. 

 



 

 

 

 

 

 

 

While browsing the discovered paths, SQL structure files were found, exposing database-related information 

without authentication. 



 

 

 

Impact :  

• Help attackers understand the database structure and application logic 

• Lead to further attacks such as IDOR, privilege escalation, or data manipulation 

• Put student and institutional data at risk 

• Affect the confidentiality and integrity of the system 

 

 

 

 

 

Thank You  


